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1 Introduction (2)
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1 Introduction (3)
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1 Introduction

1.1 Applications for Identity -Based Encryption
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1.1 Applications for Identity -Based Encryption

1.1.1 Revocation of Public Keys
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1.1 Applications for Identity -Based Encryption

1.1.2 Delegation of Decryption Keys

A Bobx PKG A
I = master -key
i 0 = params
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2 Definitions

ID

01s
IND -1D -CCA
IND -1D - CPA
1 1
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2 Definitions

1D (1)
A Setup

i N k 1 N (params)

(master -key)
i N o B /1
n 8

i N " 0 master -key PKG "~ X
A Extract:

i params master -key 1 IDD d
A Encrypt

i params ID, X M¢B b C¢8
A Decrypt

I params d, C¢8D N M¢B
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2 Definitions
ID (2)
AS A4 1 A 1 & NI
"MI B :DecryptparamsC,d) =M

where
d = Extract(master key, paramsiD)

C = EncryptparamsiD,M)
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0 OD1se (1)
A .
PN (CPA: Chosen Plaintext Attack)
A N N X
5 N i
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i (CCA: Chosen Ciphertext Attack)
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2

0 O1 e (2)
A s 01 s
I 14 N73s (OW: One -Wayness )
A 5 A N AT 0 A XA~
I s 6 (SS: Semantic Security)
A 5 A N 5 A4
i 0 s (IND: Indistinguishability )
AN MM, 5 A Cx A CX
TN a | 3 XA~
INDK SS 1 A T IND _ 1
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0 OD1s (3)
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2 Definitions

IND -ID -CCA
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IND -1D -CPA

2 Definitions
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2 Definitions
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DLP, CDHP, DDHP
G 9 g A gG Jds h G
A N s & (DLP: Discrete Logarithm Problem)

<G,q0,0,h>X _ g** h(mod q) X 3 O
A DH: & (CDHP: Computational Difie  -Hellman Problem )
<G,0,0,.9%, 9" >X . g” 3 0
A A DHs & (DDHP: Decision Diffie -Hellman Problem)
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2 Definitions

D, {0>.,9-3 0 . q .
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3 Bilinear maps and
the Bilinear Diffle -Hellman
Assumption




3 Bilinear maps and the Bilinear Diffie -Hellman Assumption
Bilinear maps (1)
A (Bilinear maps)
1,1, S Y
€1,31,- 1, Y F |
I 6 .
" P,QIi1,abiD &aP,bQ) =&P,Q)*"Xs
I 6 .
Px1, Js ~ ®P,P) 1, Js
ol >
I 6 .
P,QI 1, &P,Q) X A
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3 Bilinear maps and the Bilinear Diffie -Hellman Assumption
Bilinear maps (2)
A 1993 J MOV [2]
i A S 4 o
I ECDLP DLP ,
1, oA 4 X 1, 0,,PQI 1, ghl1,
Q=aP
g =&P,P),h=&Q,P)
h=g"
A ECDLP p 160 O 192bit
A ~ Y kX ad 14 DLP N
i k>=6 T VR TOANX

MOV = 4 X
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3 Bilinear maps and the Bilinear Diffie -Hellman Assumption

Bilinear maps (3)

A X A .~ DDHP
c=abmodqU &P,cP)=&aP,bP)

i DDHP X CDHP ”
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3 Bilinear maps and the Bilinear Diffie -Hellman Assumption

3.1 The Bilinear Diffie - Hellman Assumption (1)

AIBE =~ DDH A _ 1

C CDH A DH A (BDH) A
A DH: & (BDHP)
1,1, 9 9q
&€1,31,- 1,

P 1, Js abci D,
<P,aP,bP,cP>» W=&P,P)* 1, s §
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3 Bilinear maps and the Bilinear Diffie -Hellman Assumption

3.1 The Bilinear Diffie - Hellman Assumption (2)

A BDH A
6 A NA A
(0,1,,1,, 8« <@),PI 1,,ab,cl D7

Adv_ (k) = pr[a (q,1,,1 2,EP, aP,bP,cP) = EP, P)abc]
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3 Bilinear maps and the Bilinear Diffie -Hellman Assumption
3.1 The Bilinear Diffie - Hellman Assumpition (3)
A BDHV (<)
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4 Our ldentity -Based
Encryption Scheme




4 Our ldentity -Based Encryption Scheme
4.1 Basicldent (1)

AT IND -1D -CPA A
A Setup
(AR
A \ ki D
i a
Stepl: < k <gq,1,1,& U
Jsg Pi1, "
Step2: 9 si D, P.=SP
Step 3: AYH, {08 - 1], H,:1,- {03"
T A J

A paramS - < q; 1 17 1 21En’ P’ Ppub’ Hl’ H2 >
A master -key = s
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4 Our ldentity -Based Encryption Scheme
4.1 Basicldent (2)

A Extract

T A J
AIDI {01

i &
AL~ QID:Hl(ID)i 11
A dID :SQD

I A J
A 6 ) QID’ dID

2008/06/09



4 Our ldentity -Based Encryption Scheme
4.1 Basicldent (3)

A Encrypt
[ AR
AIDI {01
AN MiB
i a

AStep1: Q, =H,(ID)i 1,
AStep2: S riD, ~
AStep3: Y A
C= <rPvMAHz(g{D)> where O :EQID’Ppub)I’ 1*2
T A
A C
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4 Our ldentity -Based Encryption Scheme
4.1 Basicldent (4)

A Decrypt
(AR
A dID
A C=<U,V> [8
i &
AVAH,(&d,,U)=M
T AN J
AN M
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4 Our ldentity -Based Encryption Scheme
4.1 Basicldent (5)

A T 6 dp =sQp
i a: Pouo = SP
Qp =H,(ID)I 1,
C=<P,MA Hz(ger) > where g, = EQID , Ppub)l, 1*2
C U :rP,V:MAHz(ger)

VA H,(8d, U) =M

D A Op = &dy,U) " 16 Xs A
EdlD ’U) — ESQD ’ rP) — EQlD ’ P)Sr — EQlD ! F)pub)r - ger
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4 Our ldentity -Based Encryption Scheme
4.1 Basicldent (6)
AT 9

T Jb o (b ’ D .. ,T )

~ r

I r gID r . gID X

A 14
ir X dp(=sQp)
1 6 EdID ,TP) ger X
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4 Our ldentity -Based Encryption Scheme
4.1 Basicldent (7)

A AxX XA -
r : ~g|rDx 1 (whereg, :EQID,Ppub)i 1)
1. 41X ¢ P,rP,Qp, Py,
2. VFS Js ’ ’ 0 XA~
C P,rP,Q, =aP,P, ,=bP
3. BDH A <P,rP,aP,bP>5 &P, P)*"
BDH A A 9n 1 N
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4 Our Identity -Based Encryption Scheme

4.2 IBE with Chosen Ciphertext Security (1)

A N 3] .1 Basicldent
1 1" AIND-ID-CCA
i IND-ID-CCA IBE Fullident

A l (FO )
e (M;r) Yr 1 N M a A9,
A 9, H, H, [ A A
n XA X 50

ehi(M) = (e, (s:Hs(5,M)),H,(s)AM)

€x X OW-CPA
1 17 Ae)l IND-CCA
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4 Our Identity -Based Encryption Scheme

4.2 IBE with Chosen Ciphertext Security (2)

A IND-CPAb IND-CCA s N
i CCA a
A A X I\ N 1 3 4  ND
~ 1’ X
A'\( ~ XA~ 8

~

¢ Plaintext -Awareness (PA)
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4 Our Identity -Based Encryption Scheme

4.2 IBE with Chosen Ciphertext Security (3)

A Fullident (1)
I Setup
AN J

I Basicldent 1/
A a
i Basicldent 1/ G A P2V v A9
»H,:{03"3{0L" - D,
»H,:{03"- {03"

AN )
i Basicldent™ A J +H,,H,

I Extract
A Basicldent 1
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4 Our Identity -Based Encryption Scheme

4.2 IBE with Chosen Ciphertext Security (4)
A Fullldent (2)

I Encrypt
AN )
i a . 1 ID
i MIB
A a

Step 1. Qp =H,(ID)I 1]

Step2: 9 si{0og" *

Step3: r=H,(s,M)

Step4: C :<rP,s AH,(gp),MA H4(s)> whereg, =&Q,,P, )i 1,
AN

. C
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4 Our Identity -Based Encryption Scheme

4.2 IBE with Chosen Ciphertext Security (5)
A Fullldent (3)

I Decrypt
AN )
T dID
| C=4dYVW>
»  ,UT 1] A4
A &

Step1: VAH,(&d,,U))=s
Step2: WAH,(s)=M
Step3: r=H,(s,M) U=rP 3]
s 14
AN J
PN M
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4 Our Identity -Based Encryption Scheme

4.2 IBE with Chosen Ciphertext Security (6)

A Fullident” (PA 1 & )

| Q
Qo =H,(ID)I 1,,s1 {0Z",r =H,(s,M)

C :<rP,S A Hz(ger)’ M A H4(5)> Whereng :EQID’Ppub)II 1 2

U=rP,V=sAH,(g,),W=MAH,(s)
VAH,(&d,,U))=s
WAH,(s)=M

i 4 e Basicldent /1  9p=&d,U) s A
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5 A concrete IBE system using the Well pairing

A 1q IBE &
I 1 D A

\

i | Weil 1
i IBE 1
C Tate, E, Ate, Twisted Ate
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