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1  Introduction (1)

Å ID (Identity -Based Encryption, IBE)

ï1984 Shamir צּ [1]

Å (ID)
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PKG
(Private Key Generator)
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1  Introduction (2)

 bob@a.orgAlice Bob

 Bob PKG

 

encrypt: ID params

extract: master- key IDּפ

decrypt: 

PKG

setup: master- key params
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1  Introduction (3)

Å IBE 84 Ṅ צּ

ïShamir [1] 

ï

Å צּ

ÅPKGּצ צּ

Å

Å IBE

ï

ï ElGamal

ï BDH IND -ID -CCA
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1  Introduction  

1.1 Applications for Identity -Based Encryption

ÅShamir [1] צּ

Å

1.

2.
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1.1 Applications for Identity -Based Encryption

1.1.1 Revocation of Public Keys

Å צּ

Å IBE

ï = ñIDΌcurrent -yearò

ïBob 1 PKG

Å 1צּ

Å Timed - released

ï = ñfuture-dateò or ñIDΌfuture -dateò

ï צּ

ÅPKGּצ
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1.1 Applications for Identity -Based Encryption

1.1.2 Delegation of Decryption Keys

ÅBobּצPKG

ï = master -key

ï = params

Å 4 setup

Å

ï Aliceּצ

Å master -key

ïAlice

Å

Å צּ פּ
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2  Definitions

ID

IND -ID -CCA

IND -ID -CPA

DLP, CDHP, DDHP



2  Definitions

ID (1)

ÅSetup

ï k (params)
(master -key)

ï B
8

ï master -key PKG צּ

ÅExtract: 

ïparams master -key IDּפ d

ÅEncrypt

ïparams ID, M Bɸ פּ C ɸ 8

ÅDecrypt

ïparams d, C ɸ פ8ּ M Bɸ
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2  Definitions

ID (2)

Å

where

β פּ
צּ
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(1)

Å

ï (CPA: Chosen Plaintext Attack)

Å צּ
פּ

Å

ï (CCA: Chosen Ciphertext Attack)

Å

ï

Å

פּ

ï

Å

Č CCA2,  Č CCA1

Å
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(2)

Å

ï (OW: One -Wayness )

Å פּ ñ ò צּ

ï (SS: Semantic Security)

Å פּ פּ

ï (IND: Indistinguishability )

Å M 1 ,M2 ּפ Cּצ Cּצ
פּ צּ

INDҞSS IND

ïSS IND צּ צּ

(NM: Non -Malleability) צּ צּ
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(3)

Å

ïIND -CCA2 צּ צּ

ïIND -CCA

1. IND -CPA ( )

2. CCA

3. IND -CCA
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(4)

Å IND -CPA

Å IND -CCA
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ID i

d i

bô

ID, M 0, M 1

C

Å IND -CCA2

ID i

d i

bô

ID, M 0, M 1

C

ID i

d i

bô

ID, M 0, M 1

C

b=0 or 1
C=Encrypt(params,ID,M b)

b=bô צּ
IND צּ *-



2  Definitions

IND - ID - CCA

Å IND -CCA IBE Č IND -ID -CCA

ïIBE ID

( ID צּ )
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params

ExtractionID i or <ID i,C i>

d i or M i

ExtractionID i or <ID i,C i>

d i or M i

bô

b=0 or 1
C=Encrypt(params,ID,M b)

ID, M 0, M 1

C b=bô ּצ

IND -ID -CCA



2  Definitions

IND - ID - CPA

Å IND -ID -CCAּפ
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params

Extraction

ID i

d i

bô

b=0 or 1
C=Encrypt(params,ID,M b)

ID, M 0, M 1

C

Extraction

ID i

d i

b=bô ּצ

IND -ID -CPA



2  Definitions

Å

ï

ï

1. פּ פּ

1. צּ

2. צּ פּ

2. (1) 

Å

ï
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DLP, CDHP, DDHP

Å (DLP: Discrete Logarithm Problem)

Å DH (CDHP: Computational Diffie -Hellman Problem )

Å DH (DDHP: Decision Diffie -Hellman Problem)

Å צּ
DL , CDH , DDH
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2  Definitions
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3  Bilinear maps and 
the Bilinear Diffie -Hellman

Assumption



3  Bilinear maps and the Bilinear Diffie -Hellman Assumption

Bilinear maps (1)

Å (Bilinear maps)

ï :

ï :

ï : 
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3  Bilinear maps and the Bilinear Diffie -Hellman Assumption

Bilinear maps (2)

Å1993 MOV [2]

ï

ïECDLP DLP

ÅECDLP p 160Ṍ192bit

Å kּצ DLP צּ

ïk צּ 6=<
MOV צּ

2008/06/09
24

צּ

a

pp

gh

PQehPPeg

aPQ

hgQP,, k

=

==

=

ÍÍ

),(Ĕ),,(Ĕ

,,, 2121 110101



3  Bilinear maps and the Bilinear Diffie -Hellman Assumption

Bilinear maps (3)

Å צּ DDHP

ïDDHP צּ CDHP
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3  Bilinear maps and the Bilinear Diffie -Hellman Assumption

3.1 The Bilinear Diffie -Hellman Assumption (1)

Å IBE DDH
Č CDH DH (BDH)

Å DH (BDHP)
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3  Bilinear maps and the Bilinear Diffie -Hellman Assumption

3.1 The Bilinear Diffie -Hellman Assumption (2)

ÅBDH

Adv<,6(k ) צּ

ÅBDHP

ïCDHP

ïCDHPּצ BDHPּצ צּ
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3  Bilinear maps and the Bilinear Diffie -Hellman Assumption

3.1 The Bilinear Diffie -Hellman Assumption (3)

ÅBDH (<)

ï

Å k ҽD+

ï q 

ï

Å q

Å q 11,12

Å ê :11×11=12

ï
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4  Our Identity -Based
Encryption Scheme



4  Our Identity -Based Encryption Scheme

4.1 BasicIdent (1)

Å IND -ID -CPA 

ÅSetup

ï

Å

ï

Step 1:

Step 2:

Step 3:

ï

Åparams =

Åmaster -key = s
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4  Our Identity -Based Encryption Scheme

4.1 BasicIdent (2)

ÅExtract

ï

ÅID

ï

Å

Å

ï

Å
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4  Our Identity -Based Encryption Scheme

4.1 BasicIdent (3)

ÅEncrypt

ï

ÅID

Å

ï

ÅStep 1: 

ÅStep 2: 

ÅStep 3: 

ï

Å C
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4  Our Identity -Based Encryption Scheme

4.1 BasicIdent (4)

ÅDecrypt

ï

Å

Å

ï

Å

ï

Å M
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4  Our Identity -Based Encryption Scheme

4.1 BasicIdent (5)

Å

ï :

Č

ï :

= צּ
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4  Our Identity -Based Encryption Scheme

4.1 BasicIdent (6)

Å

ï ( פּ )

Å

ïr r ּצ

Å

ïr ּצ

ï צּ
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4  Our Identity -Based Encryption Scheme

4.1 BasicIdent (7)

Å צּ צּ

1. צּ Č

2. P ּצ
Č

3. BDH

BDH צּ
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4  Our Identity -Based Encryption Scheme

4.2 IBE with Chosen Ciphertext Security (1)

Å [3] BasicIdent 
IND -ID -CCA

ïIND -ID -CCA IBE FullIdent

Å (FO )

r M ,

ʎ , H3, H4

צּ

OW-CPAצּ

IND -CCA
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4  Our Identity -Based Encryption Scheme

4.2 IBE with Chosen Ciphertext Security (2)

Å IND -CPAּפ IND -CCA

ïCCA

Å צּ פּ
צּ

Å צּ
Č Plaintext -Awareness (PA)
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4  Our Identity -Based Encryption Scheme

4.2 IBE with Chosen Ciphertext Security (3)

ÅFullIdent (1)

ïSetup

Å

ïBasicIdent

Å

ïBasicIdent

»

»

Å

ïBasicIdent +

ïExtract

ÅBasicIdent
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4  Our Identity -Based Encryption Scheme

4.2 IBE with Chosen Ciphertext Security (4)

ÅFullIdent (2)

ïEncrypt

Å

ï ID

ï

Å

Step 1:                        

Step 2: 

Step 3:                  

Step 4: 

Å

ï
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4  Our Identity -Based Encryption Scheme

4.2 IBE with Chosen Ciphertext Security (5)

ÅFullIdent (3)

ïDecrypt

Å

ï

ï

» , 

Å

Step 1: 

Step 2: 

Step 3: פּ

Å

ï
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4  Our Identity -Based Encryption Scheme

4.2 IBE with Chosen Ciphertext Security (6)

ÅFullIdent (PA )

ï

ï

ï BasicIdent =
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5  A concrete IBE system using the Weil pairing

Å IBE

ï פּ

ï Weil

ïIBE
Č Tate, Ȅ, Ate, Twisted Ate 
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Å ID

ï Weil
( )

Å ID

ï 7 צּ צּ

Å

ï 2005צּ צּ
[4] 

ïIBE צּ צּ
ID
SCIS2000 [5]
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