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Abstract Recently, communication services based on instant messengers and WWW have
become more and more popular. One problem is that, however, to use those services, one has to
provide his/her personal information. In addition, the privileged users such as service providers
can listen in on the communication. These problems can be solved with pure-P2P network
where there are no privileged users. Generally, DHT (Distributed Hash Table) is used for the
scalability. However, it is known that DHT cannot preserve anonymity, and if the anonymity
is an issue, we cannot take advantage of DHT directly. In this paper a scalable and effective
anonymous communication scheme using DHT over pure-P2P network is proposed.
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